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Business Unit Governance

How we manage risk: An enterprise approach

Line of Business Governance

Risk Leads / Champions Line of Business SME

Risk Owner |  Control Owner | Treatment Owner
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How we manage risk: Three Lines of Defence

Board of Directors

Audit and Risk Committee

Executive Management
(Management Risk Committee)

Business Units /

Operational Management

Responsible for effectively and 

efficiently identifying, assessing, 

and managing their risks.

Chief Risk Office /

Business Unit Risk & Compliance

Responsible for group risk and 

compliance frameworks, oversight, 

and monitoring,

Group Internal Audit

Responsible for independent 

assurance on governance, risk 

management, and internal

control processes.

1st Line of Defence 2nd Line of Defence 3rd Line of Defence

External 
Oversight
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Telstra’s Ethical Behaviour Framework

Evaluate

Assess

Design

Implementation

Audit and Risk Committee Oversight

Group 

Whistleblowing 

Committee

Control Environment

Management Oversight

Ethics and Integrity Council

Prevention Detection Response

• Enterprise ethical behaviour vulnerability 

assessment

• Code of Conduct and related standards

• Policies and Procedures

• Employee and Third Party due diligence

• Auditing and monitoring • Internal investigation protocols

• Enforcement and accountability 

protocols

• Reporting to law enforcement

• Remedial action protocols

• Communication and training

• Process specific fraud and misconduct 

controls

• Automated system controls (e.g. high 

value treasury transactions)

• Forensic data analysis • Internal investigation protocols

• Root cause analysis

Awareness 

& Training 

Insights

Risk Profile

Identify lines of business, locations and processes for assessment

Identify fraud/ misconduct and ethical behaviour risks

Assess and rate risks and identify associated controls

Enhance the control environment to meet the target risk state

RISK AND COMPLIANCE ENVIRONMENT

Business Units/ Subsidiaries Corporate

Corporate 

Fraud and 
Corruption Risk
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Process
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and Anti-
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Company Integrity Policies

Fraud and Criminal Conduct

Anti-Bribery and Anti-Corruption

Conflicts of Interest and Outside Activities

Gifts, Prizes and Hospitality

Whistleblower

Process and Procedures

Security Incident Reporting process

Investigation process and capability

Conflicts of Interest register and reporting

Gifts, Prizes and Hospitality register and reporting

Whistleblower process and independent reporting

Governance and Risk Management

Audit and Risk Committee

Ethics and Integrity Council

Group Whistleblowing Committee

Risk registers and mitigation strategies

Ethical Behaviour Vulnerability Assessment

Training, Monitoring and Compliance

Mandatory compliance courses

Risk training programs

Controls compliance program

Ethics and Integrity Council reporting

Audit & Risk Committee reporting

Build the foundation
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Fraud and 
Criminal 
Conduct 

Anti-Bribery 
and Anti-

Corruption

Conflicts of 
Interest and 

Outside 
Activities

Gifts, 
Prizes and 
Hospitality 

Show you care

Better together

Trust each other 
to deliver

Make the 
complex simple

Find your 
courage

Values-based integrity policies
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Employee awareness

Policy support material Education and trainingActing with integrity

Reporting linesCommunication
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Establish reporting lines

People Managers

Legal counsel

HR support

Chief Risk Office

System tools

Whistleblower
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What to do when serious misconduct is detected
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Recommendations

• Additional accountabilities

• Values and culture

• New procedures

• Policy changes

• Communication

• Mitigations

• Awareness

• Education

Redress the issue, prevent it from reoccurring

Weaknesses and 

vulnerabilities

• Assess policy and 

procedures

• Assess systems and 

controls


